The construction industry is continually assessing and adapting
technology solutions in order to make better decisions,
improve jobsite security, increase productivity, and reduce risk.

Various technology solutions that been implemented within
the construction industry work _ow include CAD software and
drones for surveying environments deemed too dif _cult or
dangerous for personnel. Various future state technologies



equipment, invest in software to limit malicious attempts on
the companyis system, and/or cyber insurance. But if a data
breach does occur, what is the true cost?

A recent Forrester survey stated that more than 75%

of respondents in the construction, engineering, and
infrastructure industries had experienced a cyber-incident
within the last 12 months. Costing businesses approximately
$6 trillion per year on average through 2021.

While traditional mass email phishing attempts are still very
ef _cient, cyber criminals have adapted and are expanding
their phishing efforts to other medias such as texting, known
as “smishing,” and voice calls, aka “vishing,” in addition to
traditional emails. While these malicious third parties continue
to adapt, te construction industry must also modify its defense
structure to look past traditional anti-phishing technologies
such as email spam _lters and implement controls appropriate
for the evolving risk these malicious groups pose.

According to Verizonis 2021 Data Breach Investigation Report,
internal threats within the construction industry remain low
at about 5%, with external threats around 95%. However, at
4.5% the click rates of malicious links within phishing emails
for the construction industry was found to be 1% higher

than the average of all other industries. This shows that the
construction industry is especially vulnerable to these types of
attacks.

IBM shows that the average cost of a data breach is
approximately $4 million, meaning companies should not only
be aware of phishing risks, they should also be preparing with
various security controls aimed to mitigate the possibility of
these attacks.

INCREASED RISK DURING THE COVID-19 PANDEMIC

Additionally, the COVID-19 pandemic introduced the added
opportunity for malicious actors to exploit vulnerable people
and organizations through targeting government assistance
programs. According to KnowBe4, 50% of phishing attacks
attempted in Q3 2020 referenced either stimulus checks or
the Paycheck Protection Program loans in the subject line.
Unfortunately, by playing off the uncertainty of the pandemic
and the immediate need of funding for many companies,
attackers were extremely effective during 2020.

ADDRESSING THE RISKS

There are multiple controls that management can implement
to limit the risk of phishing attacks against their employees
and environment, including email spam _lters and employee
education.

Email spam _Iters can detect and block well-known scamming
emails and contents. However, itis important to note that new
phishing emails can and will get past the best email spam



Abd [{fhe A [Fhors

Marie Gavin is a Manager at The Bonadio Group.

Andrew Parks is a Managing Security Consultant at FoxPointe Solutions. He

can be contacted at AParks@FoxpointeSolutions.com.

Abd [{fhe Arfficle

Republished from Construction Executive, a publication of Associated Builders
and Contractors. Copyright 2021. All rights reserved. Associated Builders and
Contractors is a national construction industry trade association representing
more than 21,000 members. Based on the merit shop philosophy, ABC helps
its members develop people, win work, and deliver work safely, ethically, and
pro _tably for the betterment of the communities in which they work.

Any views and opinions expressed in this article may or may not re _ect the
views and opinions of the Construction Management Association of America
(CMAA). By publishing this piece, CMAA is not expressing endorsement of the

.. 4



