Ransomware attacks are one of the biggest cybersecurity
threats to U.S. businesses, and the construction industry is not
immune. In fact, it was the most commonly attacked industry
in 2022, according to research by NordLocker. Government
agencies and insurance carriers are no longer waiting for
improvements and instead mandating them as table stakes to
do business.

Construction frms need to be vigilant and defense-minded as
hackers look for any opportunity to break into their systems,
which have become more vulnerable during the pandemic as
support for remote and hybrid work has grown.

Construction companies may not think of themselves as likely
victims, but from the perspective of cybercriminals, they are
the weak point in the wall of defenses surrounding these
high-value targets — which puts them squarely in the hacker’s
crosshairs.

This evolution coincides with a change in tactics once the
hackers succeed in breaking in, according to CSO. Rather
than simply locking the network down with malware

and demanding payment to release it, cybercriminals are
increasingly downloading sensitive information —such as
passwords and fnancial data— from the victim’'s computer or
network and threatening to leak it if the ransom is not paid.
They may ratchet up the pressure to pay by contacting the
victim’s customers and other stakeholders via email or even
phone to alert them that the victim has been hacked and their
data is compromised.

The approach puts even more leverage on the victim to
comply, and could potentially infict more damage than the
ransom itself in the form of lost business and reputation. In
some documented cases, ransomware gangs are skipping the
fle encryption altogether and focusing solely on this data
extortion scheme.
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The pressure on companies is not only from the cybercriminals.
Cyber insurance policies have been drastically increasing
insurance premiums and insisting on ever more stringent

and costly security measures. Insurers now require clients to
employ endpoint detection software and frewalls, conduct
regular system updates and audits, implement recovery



tools and procedures, and maintain stricter controls such as
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Stel Valavanis is the founder and CEO of onShore Security, a Chicago-based
cybersecurity frm. Photo courtesy of onShore Security.
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Republished from Construction Dive online. Construction Dive is a leading
industry publication operated by Industry Dive. Their business journalists

spark ideas and shape agendas for 10+ million decision makers in the most
competitive industries. The daily email newsletter and website cover topics
such as commercial building, residential building, green building, design, deals,
regulations, and more.

Any views and opinions expressed in this article may or may not refect the
views and opinions of the Construction Management Association of America
(CMAA). By publishing this piece, CMAA is not expressing endorsement of the
individual, the article, or their association, organization, or company.
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